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Abstract
We present an industrial case study on deploying static code
analysis to foster developer adoption, which indirectly sup-
ports the reliability of the WhatsApp iOS app, with a partic-
ular focus on memory management issues. Over the course
of a year, we utilized Infer and Clang Static Analyzer to
proactively prevent over 1700 regressions. In parallel, we
mobilized 50+ engineers and harnessed generative AI to re-
mediate over 1000 long-standing, pre-existing issues within
the code base. We share insights on both the technical and
people challenges faced, emphasizing the socio-technical
strategies required for large-scale static analysis adoption.

CCS Concepts: • Software and its engineering→ Auto-
mated static analysis.
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1 Introduction
WhatsApp is an instant messaging application serving more
than 3 billion people globally. It provides fast and reliable
communication across diverse devices and network environ-
ments, necessitating a strong emphasis on app health and
code quality.
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In this paper we report on our experience with deploying
two static analysis tools: Infer and Clang Static Analyzer
(as part of clang-tidy). In particular, we focus on memory
management problems, such as resource leaks, unchecked
null pointers and inconsistent nullability annotations. We
deployed these tools to run on every code change to pre-
vent regressions. They worked reasonably well using con-
figurations from existing deployments: Infer prevented 709
regressions with an 86% fix rate in a year, and clang-tidy
prevented 1005 regressions with a 42% fix rate in 9 months.
With improvements to filtering pre-existing issues, we raised
clang-tidy’s most recent 30-day fix rate to 70%.

Next, we turned our attention to the backlog of pre-existing
issues, which is typically more challenging than preventing
regressions. While much research focuses on analyzer tech-
nicalities [4], human factors pose an equally large challenge
at an industrial scale. Engineers are less comfortable touch-
ing older code lacking full context, and even small bug fixes
require thorough verification. Furthermore, there is a lack
of incentive: fixing individual warnings rarely impacts top-
line business metrics. Because correlating individual fixes
with high-level reliability metrics like crash rates is incred-
ibly difficult, we primarily utilize fix rates and developer
engagement as proxies for true positives and actionability.
Finally, cleanup efforts must scale to industrial code bases
with millions of lines and thousands of issues.

To tackle the aforementioned challenges, we applied sev-
eral methods, including collaboration with power users, be-
ing more present around our tools’ signal, improving user
experience of issue/fix tracking, gamifying cleanup with
leaderboards, organizing team events and leveraging gen-
erative AI. We successfully mobilized over 50 engineers to
fix 664 and 144 pre-existing issues for Infer and clang-tidy,
respectively. We have also learned valuable lessons on how
to foster effective collaboration between developers and AI,
committing 90 (Infer) plus 121 (clang-tidy) code changes,
each fixing one or more pre-existing issues.
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2 Background
Themain goal of this work is to foster static analysis adoption
to improve the health and reliability of the WhatsApp iOS
app by finding memory management problems. We mainly
focus on two static analyzers: Infer and Clang Static Ana-
lyzer, but we also briefly touch on clang-tidy. Swift is also
an emerging language at WhatsApp, but its analysis is out
of scope for this paper.

2.1 Infer
Infer [5, 6] is a static analysis framework that supports vari-
ous language frontends (including Objective-C; Swift is in
progress) and analyzer (checker) backends via a common
intermediate language called SIL [3].
In our current work, we focus on six checks related to

memory management problems such as null pointers and
resource leaks: (1) block parameter not null checked, (2)
captured strong self, (3) mixed self-weakself, (4) nil insertion
into collection, (5) self in block passed to init, and (6) strong
self not checked. We picked these based on their high fix
rates at other Infer deployments.

As an example, consider the function below, which has a
block parameter (completion) getting called without a null
check, leading to potential crashes.
- (void)doTask:(void (^)(void))completion {

// Do the task ...
completion();

}

More details on these checks can be found in Infer’s docu-
mentation.1

2.2 Clang Static Analyzer
Clang Static Analyzer2 is built on top of Clang and LLVM,
aiming to find bugs in C, C++ and Objective-C programs.
In our current work we mainly focus on the five categories
of inconsistent nullability annotations:3 dereferencing, pass-
ing, or returning null(able) when non-null is expected. We
specifically targeted these five categories because they are a
leading cause of production crashes and actively slow down
the adoption of Swift within the WhatsApp codebase.

For example, the function below claims to return non-null,
but violates this when the length of the input string is 0.
- (nonnull NSString *)firstChar:(NSString *)str {

if (str.length == 0) return nil;
return [str substringToIndex:1];

}

Objective-C does not enforce nullability consistency; call-
ing a method on a null receiver is typically a safe no-op
returning a default value. However, when interoperating
with Swift code, the Swift compiler treats these annotations
1https://fbinfer.com/docs/all-issue-types
2https://clang-analyzer.llvm.org/
3https://clang.llvm.org/docs/analyzer/checkers.html#nullability

as the source of truth and generates non-optional types with
forced unwrapping, causing a run time crash if they hold a
null value.

We deployed Clang Static Analyzer via clang-tidy,4 includ-
ing these five nullability checks alongside over a hundred
other linters based on prior experience.

2.3 Deployments
Static analyzers have typically two kinds of deployments:
diff-time and continuous. Diff-time deployments run in the
continuous integration (CI) pipeline for every code change
(called diff ) to prevent regressions. Analyzers report newly
introduced5 issues as inline comments during the code re-
view process (along with signal from other automated tools
and human feedback). Developers can then submit a new
version of the diff, triggering a new analyzer run. We mea-
sure fix rate by checking what percentage of issues (present
in any intermediate version) disappear in the final, commit-
ted version. While fix rate is an approximation of the true
positive rate, it works exceptionally well in practice because
it is automatically measurable and strongly correlates with
developer actionability.
Continuous deployments scan the latest revision of the

whole code base periodically. Results give an overview of
the current state/health of the repository and longer-term
trends, but are less visible: engineers need to go to dedicated
dashboards or databases that they don’t check on a daily
basis.

3 Analyzing Code Changes
We deployed both Infer and clang-tidy (including Clang
Static Analyzer checks) to run on every code change (diff)
and observed fix rates over a period of 12 and 9 months,
respectively.

3.1 Infer
Table 1 shows the volume of Infer reported issues and their
fix rates over a period of a year. Infer worked well out-of-the-
box:6 709 issues were fixed out of 821 reported, indicating
an 86% overall fix rate. We attribute this success to a variety
of reasons. First, these checkers are relatively simple (e.g.,
often intra-procedural) and targeted for specific bad patterns
in Objective-C code. Second, the checkers have been exten-
sively tested and improved at other deployments on a large
scale over multiple years. Third, Infer is mainly developed
internally at Meta, which means we got dedicated expert
support and could easily make modifications to the check-
ers, e.g., to address false positives. Finally, Infer includes
elaborate heuristics to avoid reporting pre-existing issues: it
4https://clang.llvm.org/extra/clang-tidy/
5We try to avoid reporting pre-existing issues with various heuristics, see
details later.
6The authors would like to thank Martin Trojer (affiliated with Meta) for
his help with the infrastructure of Infer deployment.
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Table 1. Diff-time results for Infer.

Issue kind Reported Fixed Fix rate
Block p. not null checked 146 125 86%
Captured strong self 326 254 78%
Mixed self-weakself 223 219 98%
Nil insert. into collection 24 15 63%
Self in block passed to init 65 59 91%
Strong self not checked 37 37 100%
Total 821 709 86%

analyzes both the version before and after the code change,
and computes a difference of issues in a way that is agnostic
to line shifts or class renamings.

3.2 Clang-tidy
Table 2 shows the volume of clang-tidy reported issues and
their fix rates over a period of 9 months. Since there are
100+ checks/lints enabled, we only listed the ones that had at
least 20 reported warnings individually. The rest of them are
merged into a single “other” entry in Table 2. The fix rates for
clang-tidy are lower, 1005 issues fixed out of 2419 reported
(42% overall fix rate). We observed two main reasons.

First, Clang Analyzer is shallow and conservative about
side effects, as demonstrated by the following example.
if (obj.prop) { expectsNonNull(obj.prop); }

Because getters are functions, Clang Analyzer conservatively
assumes subsequent calls might return different values, trig-
geringNullablePassedToNonnull warnings evenwhen check-
ing an object’s property for null prior to use. Mitigating this
requires defensive programming (e.g., local helper variables)
and consistent developer alignment.
Second, up until recently, clang-tidy used a very simple

heuristic for filtering pre-existing issues: it analyzed only
the new version of the code and skipped issues that were re-
ported on non-changed lines. This easily caused pre-existing
issues to be reported when lines moved around, or had un-
related changes. We looked at the top 20 diffs with most
unfixed issues (616 in total) and all of them were moving
code around (i.e., refactoring efforts such as migrating code
to another class or breaking up large functions into smaller
pieces), causing pre-existing issues to be reported and to
remain unfixed. In particular, NullablePassedToNonnull ac-
counted for nearly half of all reported issues (1178 out of 2419,
see Table 2). Given these considerations, we have decided to
disable this checker.

Recently, clang-tidy was enhanced to analyze code before
and after the change, matching issues via source control.7
After turning NullablePassedToNonnull off and having im-
proved filtering for pre-existing issues, we have seen the
30-day rolling fix rate of clang-tidy to rise above 70%.

7This work was done by Ezgi Çiçek, affiliated with Meta.

At the same time, certain bugs escaped detection that
could have been identified by the NullablePassedToNonnull
checker. Responding to developer demand, we decided to
re-enable this checker, now that pre-existing issues were no
longer being flagged. Within a month of safely re-enabling
NullablePassedToNonnull, it identified 262 issues with 173
resolved (66% fix rate), highlighting the importance of con-
tinuously adjusting configurations as requirements evolve.

4 Pre-Existing Issue Cleanup
Fixing pre-existing issues in a code base is challenging [7,
13, 17]. As outlined in Section 1, these challenges are often
rooted in human factors such as context switching and mis-
aligned incentives rather than purely technical limitations.
Nevertheless, we managed to mobilize 50+ engineers and
leverage generative AI to fix over 1000 pre-existing issues in
various ways that we present in this section.

4.1 Human fixes
Power users. Engaging early-stage testers is crucial for

fine-tuning analyzers prior to broader rollout. Highly com-
mitted engineers are oftenwilling to test prototypes and navi-
gate internal databases; one such power user single-handedly
fixed over 60 pre-existing issues from an early-stage Infer
deployment. Since engineers are sensitive to false positives,
avoiding a poor initial experience is vital to retain trust.

User experience matters. Except for power users, most
engineers are unlikely to consult internal databases contain-
ing pre-existing issues. To address this, we enhanced the
user experience by presenting these issues through a more
engaging dashboard featuring a redesigned GUI. The dash-
board enables intuitive filtering by category and file path,
plus one-click bulk task creation. This approach empowers
developers to quickly identify issues relevant to their own
modules, and to efficiently delegate, track, and attribute fixes.
Before the introduction of this enhanced GUI, only 1-2 power
users actively fixed issues; afterward, we observed 40-50 en-
gineers engaging with the system. Although the underlying
information remains unchanged from the internal database,
improved accessibility and presentation significantly impact
usability and engagement.

Being present. Engineers at large organizations are of-
ten overwhelmed with signals from a variety of automated
tools. This abundance can lead to important alerts being per-
ceived as noise and subsequently ignored. Our observations
indicate that maintaining a visible presence around these
signals – effectively “putting a face” behind them – signifi-
cantly improves their credibility. When engineers recognize
that an individual is actively developing and maintaining
the analyzer, rather than it being a “deployed-and-forgotten”
system, engagement and attention increase. This effect is
evident not only for pre-existing issues but also for code

31



SOAP ’26, June 15–19, 2026, Boulder, CO, USA Á. Hajdu, J. Mendez, S. van Valkenburg, A. Kupriianets, M. Marescotti, D. Churchill, S. Cela

Table 2. Diff-time results for Clang Static Analyzer and clang-tidy.

Issue kind Reported Fixed Fix rate
clang-analyzer-nullability.NullablePassedToNonnull 1178 351 30%
clang-analyzer-nullability.NullableReturnedFromNonnull 209 96 46%
clang-analyzer-nullability.NullableDereferenced 186 62 33%
clang-analyzer-nullability.NullPassedToNonnull 118 61 52%
clang-analyzer-nullability.NullReturnedFromNonnull 62 38 61%
clang-analyzer-deadcode.DeadStores 101 58 57%
clang-analyzer-osx.cocoa.RetainCount 94 38 40%
clang-diagnostic-incompatible-pointer-types 37 37 100%
clang-diagnostic-unused-variable 29 29 100%
clang-analyzer-osx.cocoa.NSError 22 6 27%
Others (with <20 individual reported) 383 229 60%
Total 2419 1005 42%

changes (diffs). Concrete examples of this approach include
proactively reviewing issues, conducting preliminary assess-
ments and categorization, following up by commenting on
tasks and diffs, establishing dedicated feedback channels,
and actively responding to feedback.

In addition, we also observed that code speaks louder than
words: the most effective way to solicit developers’ opinions
on a signal (such as determining whether an issue is a true
or false positive) is to attempt a fix ourselves and submit it
for review. Generative AI can boost this process: while it is
typically challenging for analysis tool developers to devise
fixes from scratch, leveraging AI-generated solutions for
initial assessment and sanity checking lowers the barrier
to entry. However, as discussed later, it is crucial to avoid
overwhelming engineers with low-quality or insufficiently
vetted AI-generated fixes.

Gamification. Fixing pre-existing warnings can be te-
dious. Counting them on a company-wide leaderboard, how-
ever, adds competition and fun. We bulk-filed 500 tasks for
Infer issue categories with historically high fix rates and
advertised them internally to grab and fix. We created a
leaderboard to track completed tasks, strictly requiring a
fully reviewed and landed code change to count. Within a
month, 50+ engineers fixed over 400 tasks.

Team-up events. We have also organized so-called “team-
up” events where engineers got together (both in-person and
remotely) and dedicated a day to clear the backlog of issues.
The advertisement and community building nature of these
events – primarily driven through active internalWorkplace8
posts – helped to bring visibility to the pre-existing issues
and to involve more engineers.

Results. Table 3 lists fixes for pre-existing issues reported
by Infer. Note that in addition to diff-time checkers (Table 1),
it includes multiple weakself. This checker did not have a

8Workplace is Meta’s internal collaboration platform.

Table 3. Infer pre-existing issues fixed.

Issue kind Fixed Remaining
Block param. not null checked 264 12
Captured strong self 13 240
Mixed self-weakself 222 5
Multiple weakself 27 188
Nil insertion into collection 49 8
Self in block passed to init 2 67
Strong self not checked 87 2
Total 664 522

Table 4. Clang Static Analyzer pre-existing issues fixed.

Issue kind Fixed Remaining
NullableReturnedFromNonnull 88 572
NullReturnedFromNonnull 29 8
NullPassedToNonnull 27 15
Total 144 595

high fix rate in other deployments so we did not enable it on
diffs, but surfaced the pre-existing issues nevertheless.
There is a noticeable split between the issue kinds: some

of them have almost all instances fixed, while others have
the majority unfixed. Upon inspection, we found a simple
reason: issues with most instances fixed were part of bigger
initiatives (e.g., bulk filed tasks with leaderboard, or team-up
events), whereas other fixes typically came from individuals
proactively looking at the self-service dashboards.
Table 4 presents fixes for pre-existing issues reported

by clang-tidy. We observed the same pattern as for Infer:
NullReturnedFromNonnull and NullPassedToNonnull were
involved in team-up events and the rest came from self-
service efforts. Our takeaway is that individuals do look
at pre-existing issues and contribute fixes, but large-scale
cleanup comes from coordinated efforts.
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4.2 Generative AI fixes
We have utilized generative AI tools to address several pre-
existing issues within the code base. It is important to note
that some of the human-driven fixes described in the previ-
ous sectionmay have involvedAI assistance (e.g., an engineer
picking a task and using an AI coding assistant to draft a
solution). However, those efforts were initiated and guided
by human engineers. In this section, we focus on AI-driven
fixes. Here, the static analysis team set up automated jobs
(called codemods) that generated diffs for other engineers.
The iOS experts’ main role was to approve, reject, or ask for
follow-ups on these AI proposed code changes.

Infer. In our first attempt [15] we targeted unresolved In-
fer issues that remained after manual remediation (Table 3).
In the prompt, we included the issue’s location, trace, descrip-
tion, and the corresponding Infer documentation. Altogether,
175 code changes were proposed, with 90 being accepted
(51% acceptance rate), fixing 115 issues in total (one code
change could fix multiple issues). It is crucial to note that
these 90 fixes were reviewed and accepted by domain-expert
iOS engineers, not by the static analysis team.
Initially, these code changes were assigned for review in

an “unsolicited” manner by identifying module owners and
recent contributors. In conventional workflows, reviewers
expect the author has thoroughly validated a code change.
With AI, proposing modifications outside one’s expertise be-
came easier, misaligning expectations. As tool developers, we
expected code owners to rigorously evaluate our AI sugges-
tions. Conversely, reviewers assumed AI-generated changes
were already vetted to the standard of manually authored
code, consistent with incentives rewarding authorship over
review. Additionally, confusion arose from repurposing a
subsystem historically used for deterministic, large-scale
modifications (like code reformatting).
The above factors contributed to a few instances of less

comprehensive reviews, and a few changes inadvertently
introduced new bugs rather than resolving existing ones.
Based on these experiences, we refined our process by (1)
clearly communicating the AI-generated nature of proposed
changes and emphasizing the need for thorough review, (2)
placing code changes in a queue from which proactively
contacted owners could select items for review, (3) and pub-
lishing AI-generated fixes only for issues with the highest
observed fix rates, thereby minimizing the risk of halluci-
nated “fixes” for false positives.

Clang Static Analyzer nullability. A couple of months
later, we made another attempt, this time focusing on Clang
Static Analyzer inconsistent nullability warnings. Mean-
while, a dedicated AI refactoring platform was built, making
non-determinism obvious to reviewers and providing follow-
up tools (e.g., blocklisting AI on specific failed changes).

This time we started slower: just publishing one change
per day, giving us time to follow along and do an initial
assessment – often before the code owner took a look. We
observed that proactive communication, and having a “face”
behind an AI diff helped with engagement. In addition, we
focused on the two categories of NullableReturnedFromNon-
null and NullPassedToNonnull, which are almost always true
positives.
So far, in roughly 3 months, 121 changes have been com-

mitted (each fixing one or more warnings), and 45 rejected.
Many of the rejected ones were actually duplicates, because
at the same time there was a “better engineering” event
where engineers fixed some of these warnings in parallel.
The overall feedback is highly positive, and we are now
more confident in the quality of the AI-generated sugges-
tions. While this feedback process was heavily based on
unstructured developer comments, direct conversations, and
positive reactions to diffs and tasks (rather than a systematic
user study), it accurately reflected our lived industrial expe-
rience. A way to scale up would be to partner with teams
to generate fixes for the modules they own, with upfront
alignment to better decentralize the reviewing effort and
avoid the bottleneck of us having to do an initial assessment.

Discussion and open questions. We learned that gen-
erative AI fixes need a good baseline true positive rate to
avoid hallucinating “fixes” that instead introduce new bugs.
In addition, reviews assigned in an unsolicited way can lead
to less thorough review due to misaligned expectations and
incentives. It is important to either align with code own-
ers proactively, or do a sanity check before assigning the
review. We can also see that the bottleneck shifted to the
review phase (instead of coding the fix) and reducing it is
currently an open question. A potential solution could be to
use automated end-to-end verification (including UI), rais-
ing confidence in the safety of the code change, or – where
applicable – use generative AI to implement a deterministic
fix (e.g., based on AST transformations). Furthermore, our
experience revealed that human-AI interaction is more ma-
ture when human is driving it (e.g., delegate task to coding
assistant), but we need to improve processes when AI is the
driver (e.g., cleaning up pre-existing issues).

5 Related Work
Infer had success at other deployments at WhatsApp. It has
been analyzing privacy properties of server Erlang code [11,
14], and performance of Android code [10].

There are multiple studies [7, 13, 17] on deploying static
analyzers, reaching the same conclusion that getting pre-
existing issues fixed is challenging. Our paper presents some
concrete approaches that helped us in solving these chal-
lenges at scale.
While previous studies have highlighted the challenges

of fixing pre-existing static analysis issues, recent work has
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increasingly focused on human-centered and AI-assisted
remediation. Washizaki et al. [1] demonstrated that gami-
fying static analysis by awarding points for bug resolution
significantly increases developer engagement and warning
remediation. Nguyen Quang Do [16] similarly argued that
integrating game design elements into static analyzers is
critical for preventing tool abandonment and overcoming
notoriously poor developer UX. Our industrial deployment
validates these academic findings at scale, showing that dash-
boards and leaderboards are essential for mobilizing engi-
neers.
Furthermore, the integration of Generative AI into static

analysis is an emerging area of interest. Academic tools like
CodeCureAgent [12] and Sorald [9] have proposed auto-
mated, LLM-driven, and template-based approaches to clas-
sify and repair static analysis warnings. However, as our
experience at WhatsApp shows, deploying such AI-driven
codemods in an industrial setting introduces unique socio-
technical challenges – such as misaligned review incentives
and the risk of hallucinated fixes – that require careful,
human-in-the-loop mitigation strategies.
Finally, Autili et al. [2] survey 261 static analysis studies

for mobile apps, noting that iOS is heavily understudied com-
pared to Android (with rare exceptions like PiOS [8]). While
our socio-technical findings on adoption generalize beyond
any single operating system, this industrial case study pro-
vides valuable empirical insights into the underrepresented
iOS ecosystem.

6 Conclusions
We reported on scaling static code analysis adoption to im-
prove reliability of the WhatsApp iOS app, detailing our
approach to both technical and socio-technical challenges.
In roughly a year, Infer and Clang Static Analyzer prevented
over 1700 regressions, while 50+ engineers and generative
AI remediated over 1000 pre-existing issues.
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